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BACKGROUND

[0002] Measurement-device-independent quantum key
distribution (MDI-QKD) is a method of distributing secret
keys that can be immune to detector side channel attacks.
The scheme includes at least two sending chips (usually
referred to as Alice and Bob), which encode signals in single
photons through either time-bin encoding or polarization
encoding, as well as a receiver chip (usually referred to as
Charlie), which measures the signals in the maximally-
entangled Bell basis.

[0003] To implement the MDI-QKD protocol, Alice and
Bob randomly and independently prepare photon signals in
one of the four BB84 states: 10) , 11} in the Z-basis, or [+} ,
|-} in the X-basis. These photons are then sent via the
quantum channel to Charlie who is instructed to perform a
Bell state measurement. The four Bell states are summarized
in Table 1. Alice and Bob can also apply the decoy state
protocol to their photon signals to estimate the gain (i.e., the
probability that Alice and Bob’s signals yield a successful
Bell measurement) and the quantum bit error rate (QBER,
the rate of false successful Bell measurements due to single
photon contributions).

[0004] Charlie announces whether or not his Bell state
measurements are successful along with the Bell state
obtained. Alice and Bob retain only the data that correspond
to successful Bell state measurements and discard the rest.
For the data they retained, Alice and Bob each reveal their
basis choices over the public channel and retain only those
instances where they chose the same basis. Bob then flips
parts of his data to directly correlate his measurements with
those of Alice. Finally, Alice and Bob apply error correction
and privacy amplification to establish identical secret keys.

TABLE 1

The four Bell states and possible bit flips
to directly correlate Alice and Bob’s bits

Bell state reported by Charlie

h>= W= g>= > =
Basis chosen by (101> - (101> + (100> - (100> +
Alice and Bob 10XAZ  110>VZ  11XNVI 112
Z basis Flip Flip — —
X basis Flip — Flip —
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[0005] The rate of secret key generation (in bits per
second, per Bell state), in the limit of large number of signals
exchanged for each Bell state [k>e{l¢p™>, 17>, lp™>, 1p~>}
is
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where r is the repetition rate in Hz
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are the gain and QBER due to single photon signals;

are the gain and QBER for signals emitted by Alice and Bob
with mean photon number V, and V,, respectively; fe=1 is
the error correction inefficiency; H, (x)=—xlog, x-(1-x)log,
(1-x) is the binary entropy function. The equation for the
secret key generation rate assumes that Alice and Bob use
the Z-basis for key generation and only use the X-basis for
security checks. The quantities
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can be measured directly as the MDI-QKD system is run,
while the quantities
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can be measured using the decoy-state protocol.

[0006] A more detailed description of the protocol with
two decoy states is as follows. The protocol can be per-
formed with more than two decoy states, but in practice it
can be desirable to have as few decoy states as possible. The
first four steps of the protocol—state preparation, state
distribution, Bell state measurement, and sifting—are
repeated N times until the successful sifting conditions are
met.

[0007] Step 1: State preparation. Alice and Bob randomly
and independently choose an intensity for their photon
signals: V,e{V_,, V1,V ,} for Aliceand V,e{V_,, V, ,,
V.s2} for Bob. V_(V_,) corresponds to the intensity of the
signal state for Alice (Bob) and V., (V4 ,) for 1,2 corre-
sponds to the intensity of the decoy states for Alice (Bob).
The two decoy states typically have weaker intensities than
the signal state. Alice and Bob then randomly and indepen-
dently choose a basis B,e{Z,X}, and a bit re{0,1} with



